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1. IKaWalunmsAuAsavdoyadouynna




Cyber police work with Thai mobile
providers to block scam call centres
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Data of Thailand’s 16 million patients hacked - Digital Ministry

Share Post n u

" BREAKING

NEWS, Ministry of Public Health (Thailand)
HACKED Il ;-)

Patients' data - Address - Phone - Identification code - Mobile - Date of birth - Father's name -
Hospital name - Information of all doctors - Names of hospitals - and general password of hospital
systems and general attractive data
((Do not ask for more details from me
I am not a doctor @ ))

Format: SQL
Size: 3.75 GB
((The total number of records so far is about 16 million))

Number of databases: 146 DBMS
Languages: Thai and English
**Contact™*

ID Keybase Messenger
ID: inanimate
<- Special price Only 2 Days->
Database:500%

BTC.XMR.ETH.XRP
Thailand’s DES ministry has admitted that 16 million patient records from the OR

Public Health Ministry have been hacked and an investigation is underway. PM

6 - L™
The ministry’s cyber department has been informed that the records, including " -[
patient registration numbers, full names, home addresses, phone numbers, their 03 u e U a U\.l a n u U
doctors’ names, names of the hospitals and medical records, have been

NS:NSJ>0AIS1SMUdUHAO?

The department will check the cybersecurity system at the Public Health Ministry -
to see whether it is up to standard, as well as hunt down the hackers for 16 a"‘ u n U||
prosecution, in accordance with the Computer Crime Act. e

5

Fair use applies for any IP rights of pictures shown.




PDPA essentials: mMlufivdovAuAsovdoyadouynna?

Various reasons as to why personal data needs protected:

Jouya (Better data Uirasgiuanna
governance) (Connecting with
global standards)

X . S . gNS:aUNISSSSUIAUIA gns:aug
=2 @swAduidau ( 3

I-'JI?.’J (Trust)

Getting trust from data subjects and
consumers is vital. They will be more
confident when the personal data
management is transparent and
proportionate.

Good data governance is desirous in
every organization. The more
governance an organization has, the
more likely they will gain trust from
users and consumers.

Global data transfer needs to
connected with global standards of
protection to foster free flows of data.







G Ugnuyovdoyadduynna

WsuU. AuAsavdoladiuyAna W.A. 2562 (PDPA): doyaingdnuyanagoril |
Tkanusas:udunnaduldliisnmvasvrdamvsau ldlisoudvioyauoy
Wavinnssulagiaw:

Uoyadouynna

Joladouunna Joyadouynnansoulko

Yo uvana I50¥10 dryya — 1Y Offline 1a: Online

W ADWAQIRUNTIVASITIOL
99 Sudoutina AWIBDIUANS Aau KSo
doNuUNIWNNSENSa Usgayn

WO GNSSUNIVIWA

[Pregeless JolagunIw
oluadduad Jolawusnssu

Joayasonw
UoaaarknIwiisvuvu




nstuAnuNINEoAUNISIZdoyadiuynnansoulko

Haga Hospital in the Netherlands — € 450,000 (17.6 Million THB)

Basis: Insufficient technical and organisational measures to ensure information security

WUﬂ\)']UTS\)WEﬂU']aKa’]EJEiUﬂUIU']OD\IHOSDDTSF]UE)\)UﬂﬂaV\IUUOIHEJ\)?UUS ZINFAIUISDSIIaUQ owsa\ﬂUaawswsm
mumanuualaa\)quuTsma :[s ﬂ']TKUﬂﬂaUUTOSUFD’]LJE)UE)’]EJIIEI IEiEJZJE)IaEJ\) TS\)WEJ’]U’]aD\)ﬂﬂUSUIWS'] (U
U’]OSﬂ’]SCﬂUE)\)F]ﬂSTUfT]SﬂUF]SE)\)UE)UEIEDUUHF]EI (Organisational measures) ﬂD UE)\)ﬂUTU?KUE)LJaﬂIUU

Sensitive Data SJTKaaanTUaﬂumauaﬂ




Source: DPEX, Straits Interactive

Case study nsa:dadoyadouynnavovus:inAlngiazdiods:ine

v L L4 1 v
WUINAN / AALA / B101ALa

INKUganu! LtanINKUINAN8US:LT8U SW.avaaulthuasus:318uUd8uIALoU
IWBUWS: 16 5.A. 2564 15:23 USUUSY: 16 5.A. 2564 15:23 Tag: goanisaaulad

431893571 - Wnidlanganu! uagnid it digseiisu sw.as dnasuirdnsussyvud Uisung

Wuuenszuu wrardud e dgideniendt 10 519 s2uduiluannda 100,000 UM AIUND.SW.58YA
N3TUNI5ABUT DN AT IUE
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3. Timeline fTun1sUvAUlS PDPA

( =




ASvUlsn  ASLUKAL

2562 2562

Essential timeline of PDPA

AsvUisn ASLOKAL  Asvdiisn  ASLUKAD U.A.-W.A. 2565

2563

2563 2564 2564

1 D.8. 2565

PDPA O
nnUIBUs:NATS

*

NNKUNYULAU(S

NNKUIaGU
sovus:ueu
20+ auu

- dnus: SvNKUIENGU 1 (NG
drAnyIsvaou) Us:nATGIad 6 auu

- dmus SVNNKUIENGD 2 & 3 (NGU
drArysovavun) gulyus:nAls

|
ludUUGUDL darhlag ana.

- Healthcare

ﬂ1ﬂ§5ﬁ07 - Tourism
auu - Education

- Transportation

- Retail and e commerce
- Real estate

- Government

darhlagniAssio

Thai bank association
Thai life insurance
association
Association of
investment
management
companies

Thai general insurance
association
Association of Thai
securities companies

— - gnu: 9vludnisus:nAls

» - dnu: golusunis endorse lag ana.




4. KanmsiUavduveavnnkueAuAsavdayadiuunnavovus:INAlng




Whingadoviu PDPA

1

I
. 3 Y

1

(PDPQ)

® WAdUAUYDYadouunna

1

® jUs:udawadoyadouynna

»
Data subject ’ ) Iwvovdayadouunna

© KUD8vIUWANAUQIa - and.

n1sus:udawadoyaddouunna (Processing):

« mscitunsia < INeonUdoyadiuynnalijso:
10unsfs 1iusousou Saifiu au rhang 1Idaing
iBoulav 1Wagunlav dowiu KSo Update Joua

lagasy: nnogonditunisingdnudoyadouynna
fiodndunisUs:udanadoyadduynnanvKuQ




JounIduNMSsUVAUIS PDPA (U.4)

AvnssunluaglutoAUNAKUIY PDPA

(1) MsIAusousIu 15 KSaaingdoyadiuunnavovyAnanm
n1sIfuSoUSIUToadiuynnaimoUs:lusUdIuauKSoIWOADNSSL
funsauAS YOLUARAUUINIUU

(2) NMSANITUNNSYDVKUDIYVIUYDVSTATKUNATUNISSNUNIADY
UUALYOLSY B0souUfivAIUTUAYNIYMSAADYDVST KEoN1SSNN
ADIWUaDQN8UDVUS:3IBU SOUNVKUNNINYDNU

n1sUdovnulia:usiuusiunIswoanivu UddongnANaas Ksoni1ssSnun
AU UAvUananslsiuos

(3) Msigdoyaimononisdoudasu vVIUAaUnssy KSovu
3sseunssudUIdulUanusasssuIKuNsUs:noudsdwksollu
Us:losdansisausinndu

(4) ANWIINUSIUANS DCUEIﬂW la:5$9aN1 SOUALALUNSSUISNNS
ﬂIIO\)O\)TOEJaﬂ']O\)ﬂaWD BVIAUSIUSIU (5 KSOIUOIWEJUOUEIEDU
UﬂﬂaTUﬂ’]SWOWSﬂﬂOWUKUWﬂlla E)']U']OUE)\)Hﬂ'W\IIIﬂUS"IU{]S
slaVisial Sgam KSOATUNSSIUISNNS 11ADIIANSH

(5) MsSWIISAUIWWINUWIAGUaVAAIa:NISANITUILYDY
INKUNATUAS:UDUMSWINSEUNAT ANSULAUAQG 113:N1SITY

nSwel SDUﬂ:\)ﬂ']SdWIL_JU\)']UO'] UNS:UDUNISEYASSSUNIVOIYN

(6) Nsantiunisnudoyayovusyndayalasaalia:auisnaiu
NNKUIEI102gNISUS:NDUSSNDUDNAIASAQ

Jo (2) - (6) v:AovdalRINsSnAULUUAYUaDaisuavdayadiuuanalkiduluaiuunassu




5. Kﬁwr‘iua\)vgnauquﬁagaéauqnna (Data Controller) WUs:udawadoyadouynna (Data Processor)
lazvIKUNNAUASovdoyadiIuunna (DPO)
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KanN1SYov WSU. AUASDYUaadiuynna W.A. 2562 (PDPA)

1. Lawful processing and

sssufunsus:udanadoua

transparency DA UEDU o
douypmana:iaulusola (@

2. Necessity and Purpose
Limitation [3dayadouunna
awudanUs:zavAlazinin

Nidu _g_

3. Data Accuracy dovrindoya
douynnalkgndoviia:ndu A

Joauu

4. Limitation of Storage
Os:gz0anfunisiiudolyadou
unnannduau

5. Security
: Umosmss‘ommwu
JuAvUaoangnikuI:auy

6. Accountability

A USUNQlunsiuria
aUKUNARRKUQTU
PDPA

Lawfulness and transparency: 0o
NsUS:UdaWansouUsssy 1a:AovIDL o
RIS wovdoyaddouunAansIuRv
sanUs:avAnisiddoyadouynna
(Privacy Notice)

Security: DUNASASSNKIADILLIUAY
Jaoangdoyaddouunnanikui:au

Necessity and purpose limitation:
IfiukSaBInnstuany

SanUs:avAnIsvRIRAURUoL
Uoaddouunna

kannislaggonrlkoasldvneg
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PDPA rinkuafRevrnsdovria:lsuivlagasy

KUNANEAtyuoL Data Controller AMUNAKU1Y PDPA

KUNAN&Atyuow Data Controller AMUNAKUNY PDPA

IvVLIOnUSAVANIsUSUdanadoyadduunna Privacy Notice (U.23) Lok o
awrul an

Transparency

Data controller
Umwuuausssu?umsds:uaawa Lawful basis (U.24, 26)

= > - oo = < . L. Only collect, Use, and
iU 18 WaweiinRSuduna:anudanus:avA Purpose Limitation (U.22, 27)  share what's necessary

oo

rdoyadouynnaligndov Data Accuracy (U.35)

nAanyey1 Processing Agreement T - T . _
; UO\)ﬂUUTKqﬂﬂaKSDD\)ﬂﬂSOUHSUUOL‘JJaO'lﬂ data controller unyola Security
[UlsK3aiUainelaabsou Preventing others from unlawful use or disclosure: (U.37(2))

YalROuasMssnuANUUUALUananisfikun:au Appropriate Security (U.37 (1))

Breach Notification: U.37 (4))

Unsasovaoumoaudoyaniusulu na:0msvanisansionuovdoyadouynna  Governance and
Data Check and Data Subject Rights Management: (U.37(3)) managemgnt

Data processor

_________________________________________________

| USUn A lasunis3ionvlag Data |
" Controller fRd1soodoyarySUUSMS ;
| USUN A = Data processor i

n°1u‘uﬁﬂswmsﬁonssur‘iTsz]aLuJaebuqmﬂa Records of Processing Activity (RoPA) (U.39)*

1 B o g e o ] ¥
IIC]\)C]\)IO']KU’]nﬂUF]SO\)UOLJEHDUU‘F]F]E] - DPO (U.4l)

o ISviIKaa:iiadayagdiuynnalkiAuqQiansiumeiu 72 31uo

* UsunATudavrih RoPA KéausUNATUGavdL DPO 1TUTUaUINcURRNOKUNEddUSaLAKUQ 18



KkusgvufadoviiskinRAUAsovIoyadouynna (DPO) lazkinfiuav DPO

KUd8VIUladovdalkid DPO KUNAUoY DPO

L. KUDYLIUYDOLSY NUUSNNAY NMIKUQ 1. TREnusUn data controller

2. Ku:)gj\)’]uﬁ;ﬂ"]sd"”GuﬁDﬂSSUTUﬂ"]S|ﬁU 2. OSDDHOUﬂ”]SCﬁIUU\)”]UIﬁ:EJZ)fTUﬂ”]SIﬁU
5oUsoU 18 KeolUaiwesnludovasivaou

S . SN SOUSIU N3 KSonsiainedolydduynna
Joadouunnaksas:uuagvalaue lag

IKaADdayadouuAnaIduSUOULINANA 3. Uszanuvunazikadiusouidonudiunviu
Us:niANIKUQ 4. s“ﬂmﬂ:ﬂuéuua\)ﬁagaebuqmﬂaﬁ'ou:—b\)g
3. KUV URTAPNSSUKaNITUNISIAU rSaldutiavonnmsunuastihnau
EDL;SDU (3 kSoiaiwey Sensitive Personal nnKued

dala
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KUnNuov Data processor QNU PDPA KUnfAyov Data processor

Data controller

drdunmsmuAiavnldsumnAduAudayadiuyAna

>

JalkdunasmssSnuAUTUALYUaoQsgRIKUN:ED

ndeyoya Processing Agreement

66—

WUs:udawadoyadiuuynna
(Data processor)

IvVIKaadadoyadiuynnalk data controller Ns1U

rigufinsienisnisus:udanadoya (RoPA) (duiduldanuingurd
dovvan)

UEUN A T8SUMS33olas data oA DPO (1dulUauineuridoviicivav)

controller [Kdsandayansuusns
USun A = Data processor |

20



6. JIUNIsUs:udawanuousssy (Lawful basis)

KUNe8vASA Data Controller da\)anmsnémnmuuausssu?ums
Us: uaawaTKToawTuuoa nonssunm Data Controller DguNNS
Us:danwansousssuaun nu. PDPA fnkual3ogvls .




asUg'lumsUs:uaawaﬁagar‘iuausssu (Lawful basis of processing - UNQS1 24 lla: 26)

0 IE = v Til] 4 & v
ne> = = LD
Consent Vital interest Historical Doc & Necessary for performance Public task Legitimate Interest* Legal obligation
ADUBUYDU JovnAuduasig Archive/ gesea“h of contract Mshivsy  wausHlosudusousssy  UQUaIUNAKUNEY
onans /. .
T SubuisufuGanudnyan
Personal .24 .24 (2) U.24 (1) .24 (3) .24 (4) U.24 (5) U.24 (6)
= o o o o o o o
Sensitive U.26 U.26 (1) 1U.26 (5) () #[glansctided Ao 1.26 (5) (n) .26 (5) () .26 (5) (N- D)
Personal rRwWI:NIsURUaaIudynyInurus:nau
3¥IBWNINAISIWNE
cate o o o [/ o o

Remarks

Opt-in and must
be specific and in
plain language

For sensitive
personal data:
only with legal

power

- 91OWULLIU (Fryoy1ov

For
sensitive
personal
data: only
with legal
power

aaco/IkJoyanu

For sensitive
personal data:
only for certain
sectors/activities

- suUNASGoYL

aDoEv - 13 facial scan Tu N
n1savinaliivu 1SLVLIU) anm S19VU
- UfUuaoudtyeynu 15 ccTv luns §sNssUAoL
WSUUSAIS Jovrunecaynna/ avdelik Uuv.
. - Jpudawdyoyrnu daniun
J NunlduosdirsuovAnsnASY Vendor

* N1SONVYU Legitimate Interest o:?&TUTdﬁwmmeumss‘né‘Hnawu|fJua'aucbﬁ'a:ler‘m§||a:|a§mwﬁuv‘\7ugwuua\) data subject
*x [ Sensitive personal data lW1:N1SURUAOUEYYI1S:KID data subject NUWUS:NDUIBIBWNIVNANSIWNE

22



kannsidgnu Lawful Basis AdAny

Lawful Basis

1. Consent 31U
ADUEUgDOV)

KannN1saunNKU1g PDPA 2562

Dwovdoyadusoulkisdoyadiuunna (IU310:1Au
soUSOU TKEoIUQING) (U. 24 11a: 1U.26)
e UAST 24 (Msdugoulunsadindiu)

e U10ST 26 (NMs8ugoudoviRlasdandv funsaild

Joyadoulko)

kannsls

PDPA u. 19 fikualk |

* NMsyoAWBUZDUdDVIBLIKEaRUIwDIUIWD
o:ls

* NMsyAWBUYDUdDLIKDAS:AUINUDVToYalu
nsIkKSolufkAWBULoU

* MSYDADITUYDY GovlgndouNISyoAIIY
gusoumndiudulagdanu

- fN1spauANUBUDUNS:NUNSIGVIUTUSDYVA

RiIsvwans:nuuunuswovdayadiIuynnadoy

2. Contract (31U

|UumsUaummuafgtyw\)mua\)uauaaauuma

souNLAYrYRIdUaNgaNBIDNUS lla:doycy iy

Jryeyn) [Jugdryoun Ksa|waszTumsm|uumsmumuaua\) IJuangdanuadanus
Duovdoyadiuunnanould idyayidu (U. 24
(3) na: U.26 (5) (N))

3. Legitimate iJunisshilumiaus:lusisusaudignnkuney - Us:lguu Legitimate interest d:dGiov[umfRiAa

interest (I1U
waus:lgsUudusou
SSSL)

(Legitimate Interest) yoLWADUAUYJDYadduuAAa
KSounnaMBaUaN (U.24 (5)) 15U UssiDUSIU
IBuIdouwlinuu Ksesausauanalaglufgdoyan
Uv3AauUovITUovIoYa

fﬂSHOﬂE)UHI’]SUUWUU']UTUUOUE!EDUUﬂﬂaUO\)
IOWUE)\)UE)UHHDUUF]HH

° ﬂ']TUIﬂUﬂ:)']Uﬂ'\OKU']EJUE)\)IO"IUE)\)UE)UaEDU
UARAa ﬂ’]SO']IUUﬂ']SUUU']DuEﬂ\)Q’]U Legltlmate
Interest [d

4. Legal obligation

IJuMsUUaaIUNAKINEA data controller AoVURUAMU 15U cNSI9$DVUD KSOKUDBLIUSTSOVUDTDA
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< msdugdulRigiayadouunna

TIWIDUDUAQVIRAUTH suIMsASVIng Ao
(UKBL) (“SUIAIS”) WMSIAUSIUSIULS uasztlatne
Jayadouynna tWadagnus:avA dod

1. WWauSvdayantludnswiavdHSuriu : IHAUIGSY
Us:louion dnarsdidny Wsludu Us:nduwus
Jayandantunindausmsatauiduanudoomsuav
Mu 9INNFUSSAVNIVMISIDULA:USTNTULASDUDY

suns sauﬁovir'usﬁnsmossﬁouazﬁﬁqnnaﬁ'u x
. o -
Wawisadudunmisia
dusdu Q ldusau

(ovondayadiruynnad:aaogiusIusILLS

ua:laiwy MURRANUEULDULWOMSIRUSNS
2. WWatddHsussAvdIAs :HUayadouyAAa (Data UMY ua:NlutiAUdusaURTUaWISH
analytics business): UgvsUIAIS NGUSSADNIVMS WGUSMsuaUINAIA [EKYCIOOT]
wuLa:usuntutAdduaVsUIAIS SOUfiv Wusdasniv

o e -
sfidua:uauAnaosu *
8 Y anav

gugdu 9 Tidusou

b ~ - P T . -t
3. WWatddHSumsduguddauyadvniu : nseinanans
s:yddau (1u UasuUs:s18u KUVEdLAUNIY H3D
WnasdutanoanlagKLEvIUSIBNIS) Yavru O
~ . =3 o ags . =
UayadiouynnanaaulHd (Sensitive data) wu 1Gd
116 mau lagsuimsa:lithdayadonadiutdiwe
Sanus:avAdu ua:Mmdviivadiulasansuavdoya
mududAey

Q fusdu Tugusau

Fair use applies for any IP rights of pictures shown.



The Bangkok Insight

1 oeSadogad Duandinudwiuriw ™
widduusiuodon tomsdviey Wetudu
ussonduiud dogasdariosindouimsfiy
1o wdoomsuouri nngugsfomuons
13 AUSINANLOUOVENIN Y. Souflowusos
mugshona 0dyanalu *

duvou © wouesu

2 RIS SLg AN S ERTOYATUUNAS
(Deta analytics busmess) DDVGLNATYS NL
LB AV R R I VT —
20 Wustasmugshosa:

3 vRotidwrunsdududaousosiv
rrdfonavssaudou (18U Josusstnou

msfusouditddoyaduynna

3 vRalddwelumsiududouuoariu
nsriflonamssiydiou (Wu Josusiow
wIAAUMY daonasdutofooniou g
Twswms) sowiw Jdoyadunaatidou
DO (Sensitive data) 154 180end man low
snasaiihdoyadond viuth o Sonus.acd
Su waiOulion > wuaOAuLOVGoLa waDu
ey

“gntanu

nping' snidnsruuiusandamedayauu WAL A2 NAIIBATY

~

R

1 woudodoyatiuansimaudwiuriu « riwiddy
Ussluoton domsdwing Wstudu vssonduiud Soya
A Aol A sk o

g R ns soullo
Wusdasmogshioundiunnadu *

Ouvou @ wovwow

2 iotddwdugsiohns uidoyatuunna (Data
analytics business) LOVSLIAYS NJUESAIN N TSIIU
200 Wusdx i

-

Wawisaaudunisia

1dovondoyadiuynnad:doogniiusiusoutd

ua:awe cuitiANUGULDLIWOMSIRUZNTS

waUndv uaznlutiAudusaud:luansn
wusmsuau4naold [EKYCIO01N]

anav

annsniaoniases

Visit

Fair use applies for any IP rights of pictures shown.



7. misloudioyadouynnadiuwsuiau
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msloudoyadiuynnadnuwsuiau

1. nseinolU (U.28): Us:inASudayadoviuiasmuAuAsavdoyadou 2. nstiloudayaduynnas:k3nvfivmsluiAo (U.29): DVFNSY:oY

AruaulsuglunisAunsavdaladiuunna (Binding Corporate

UAAARINEYWOONURA dAd. AMKUQ KEoDUNASNSAUASOLAIKUI:EUMIUA

ANKUNERKUQ KeaidndosnisuRrikloudoualuld Rules) AIGSUNNSASIDADUIA:SUSOVINN dnd. KEoDTUIASNSA

IKLN:aUSIUNLTLNIASNSIZYI8INIVNNKUIEADUS:ENENW 15U TS

Sarhdryeyrloudoyadiuunnas:kITLoVANS

dordoloudoyadouynnadnuwsuiiau (nsednolu)

1. LNASTIUAUASDVTDIAdIUUARARINEOWD P
yovus:inAUaigniv (Adequacy) Ko

dokSoloudoyadouynnas:k3oAvnIsluinso
(Intra-Group Transfer)

WASUAU doUs:INAKSD
Jouadou S s . =
ol _ ) QVANISSIKOTY 1. Binding Corporate Rules (BCRs) K30
ynnaluing 2. 1 doagnIdu Js:inA
WASUAU 2. GUasNSAUASOVAIKUN:EN n‘o?’]SK“SOT
Uoyadou ' : ) 8§51V S'?Saﬂu
unAalulng CHIOSHI
MsURUaAMUENYUNBY data
- _ lasunwgugoumn subject IJuAdynN K30
I”dunisufjuGanunnKuy N N o= 5
MyovToya ANduNISOUAYDYD data
subject AdUIINMdyoyD
faudnyoyis:k31o AovlK and. Susov
WAdUAUZDYaANUUAAAKSD IWoUDVNUKSDS:VUDUOSTIY Us:losiansiseus
Uaunnadu waus:lesu dodda svmuKSaguMIw naAty
Yo\ data subject




8. dnSuovivnyovyayadouynna (Data Subject Rights)




dnSuavivuovdoyadduynna (Data Subject Rights)

\]

iMuovdoyadiuunnabansdvcalud

. anslunsiwnaaunudugouninglkls 1olanld

-

+ ansyalgnfvdoyadouunnalayosudiiundoyadiuunna (Right of access)

+  anslunmsvaiilulKdoyadouunnaidndugndow (Right to Rectification)

+  ansvalkaukdorhany k3arhfkdoyadsuunnaidudoyanlianuisas:udd

unna (Right to erasure)
+  anslunisssiunisfddoyadouunna (right to restrict processing)

+ ansluniswalkloudoyadouunnalugv data controller du (Right to data

portability)

—

anSUoAQAUNISIAUSIUSIU (5 K3aitaimedoyadiuunna (Right to object)




9. NNSSOVISyUYDL Data Subject

LA - .
szausowra-u-nzwyf.- SULIE NI
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I9wovdoyadouynnaaiuisasoviseuld 2 v

— 1. $oviBaunukuUdevIunIdu Data Controller
« wovdoyadiuyanaonsovissuludsidumsasiiadoyadiouyana Ksonsidansuovisnuovdoyadiuynna (U N1sau

Joa NMsAaAUNISUS:Udana a4) .

 KUdgVIUNITU Data Controller A2SIINS:UDUNISINDSDVSUNISSOVISYUALNATD

«  iwovdoyadiuynnaliiwalAunisyanisisovsovisuuyaw Data Controller IHuwovdoyadiuynnaanuisalusovissudo
dunvuAtuNSSUNISAUASDVdoyadiuyAna (@na.) dold

2. SovISyucio dnd. . | |
7+ I9UovdoyadduynnaaIuISnsovISyUco dna. Bolu and. 9:0AtUNSSUNISWIBYIBITYIUNISSUISOVSDVISHU

*  ANUENSSUNISY IKUDISOVSOVISEUDYA dnd. Q:o"w|Dumsnaa\)mﬁmﬁoo§0Toamsc‘mdamsIu Data Controller
(ns:uouMsagfu Slide Tuktinadall) damiku3ISovSovIssulidyaiv:daanid




NS:UIUNISSUISOLSOVISHUUDY aAd.

Complaints

aLMILIVEERSEE
SOVISyUCO and. llas
ATUNSSUNISWIBEDBI0YUDL
dnd. WoSEUNISOVSoVISEU

Settlement process

Anstilnainagdowwin

A

ma\)Touuwa

dnlnamnasluld

tinainasld Jowwinga

I

Enforcement

ana. AadofRdntumsndly
N1SNS:i1/ @ORIUNSNNNNS
IWOS:OUADUIFYKIEY

/.®

Hard sanction
anda.gousunivunnsov
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10. nsavinuylyuauaanu

1. ADWSUNQNIVIIWYD

. (UoldnisEynsovlauniFgKIgWIUNS:UIUNISNIVANASASSSUINIUU) AN

aulkunannuonANuidekionldsussy ndluifuaavinnyovAaulky

NAQINUAIADSY

2. Tnunvoneyn InushAn 6 1dou - 1 U nainuusu 5 1au - 1 auuin)

. (IIWINSAURITNDVAUS:NDUAIURANIVDIYIANUU) TIndanay1an

AURarfRInaMsIdeBolden QnQkiDu IN38asL KsaldSuAudUDNY
«  Tnuonyrawnsagauadwla
3. MsUsunivUdnAsav (1-5 auuin)

¢« ANSSUMSKIBEIBInYDBUndavInsUsuntvUnAsavldlagfdvivadw

$19IISLYDLWAANSSU YUNQUaLADMS a4 laganodnidounouild (U. 90)

34



11. nStUANUYDVANVUS:INA
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msavinulunseiliditiunisiBovmsidvianus:avAlumsiddoyadouynna (Transparency/ Privacy
Notice)

Privacy Policy

36



ETid-671 ‘— 2021-05-04 1,500,000 EDP Energia, S.A.U Art. 13GDPR,  Insufficient  link
A Art.25GDPR fulfilment of
e I — inf f
SPAIN InNformation

obligations

Authority  Spanish Data Protection Authority (aepd)
Sector Transportation and Energy

Summary The Spanish DPA (AEPD) has imposed a fine of EUR 1,500,000 on EDP Energia, S.A.U.. The decision follows, in particular, several
complaints received for processing personal data without consent. As the DPA found, the controller had failed to inform data subjects in
accordance with Art. 13 GDPR when collecting their data. This involved data subjects not being informed of their rights under Art. 15 GDPR - Art. 22
GDPR, and the contact details of the controller (e.g. its address) being incomplete. Besides, the company's business practice allowed it to conclude
contracts with customer representatives instead of with the customers directly. In these cases, however, the data controller did not check whether
there was actually an authorization to represent the data subjects. The DPA finds that the controller failed to implement a procedure to verify the
authorization of the alleged representatives.The fine is composed proportionately of EUR 1,000,000 for a breach of Art. 13 GDPR and EUR 500,000
for a breach of Art. 25 GDPR.

Direct URL https://www.enforcementtracker.com/ETid-671 (Copy: ) | Short URL: https://etid.link/ETid-671

- DPA wu3usunluldidvianus:avAfunisiiusousoudoyadouyana (Pl fRiA Data Subject (GDPR Art. 13/
PDPA Tne u. 23) souvluldndvansuov Data Subject uanoNUU goufRunnans1v3NTduIinuyavanAIL

mafyfymuusunToaTuTomsaaaaumaﬂmTouaummoTKwunumuuoswsaTu (WQI50Y data protection by
default and by design: GDPR Art. 25/ PDPA TneliiGdarnkuaidond)

« Usu 54,000,000 THB (1,500,000 EUR)
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msavinslunsaiilaiwedoyadiuynnalasdsou/ MsyiauiasmssnuAUluAvLUaaany
(Security)/ MsunaAUBaUsssulunisUs:udana (Legal basis)
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- 2020-06-30 1,240,000 Allgemeine Ortskrankenkasse ('AOK') (health Art. 5 GDPR, Art. 6 GDPR, Art. 32 GDPR Insufficient technical and organisational  link
@ ETid-306 insurance company) measures to ensure information security

GERMANY

Authority  Data Protection Authority of Baden-Wuerttemberg
Sector Finance, Insurance and Consulting

Summary From 2015 to 2019, AOK Baden-Wirttemberg (insurance organization) organized competitions on various occasions and collected personal data of the participants, including their contact details and health insurance affiliation. The AOK also
wanted to use this data for advertising purposes, provided the participants had given their consent. With the help of technical and organizational measures, including internal guidelines and data protection training, the AOK wanted to ensure that only data
of those contest participants who had previously given their effective consent would be used for advertising purposes. However, the measures defined by the AOK did not meet the legal requirements. As a result, the personal data of more than 500 lottery
participants were used for advertising purposes without their consent. Immediately after this became known, the AOK Baden-Wirttemberg stopped all marketing measures in order to thoroughly examine all processes.

Direct URL https://www.enforcementtracker.com/ETid-306 (Copy: ) | Short URL: https://etid.link/ETid-306

Us:uneu 45,000,000 unn (1,240,000 EUR) IUE)\)O’]ﬂTUﬂ’]SOO\)’]U Event
[RrAuanAla:us:ssuaul> usgno:itnssuaaInKlsAGINANSSOULIUIIA:

usunus:nuddavovus:inAlgasuignusuaunnkuigy GDPR yovglsuiduivu (ee
&
Gnisionuovsvia lumsavn:geuinou usunmuuauaaauumﬂaw O \ 6’\5

SDUﬂ\)UOUEIIﬂEJDﬂUUS ﬂUHUﬂWWUO\)WSDU\)TU TOEJ?UIIUUV\IE)SUﬂ']Sa\)ﬂ 108U
IUWSDU\)WUUU USUﬂUfﬂSUOﬂDWUEJUEJOUWIU']SDU\)']UTUHWSI’ﬂfﬂSOaWOIIUU
AQsv U\)ﬂOﬂWST?JUﬂﬂaUHWIIa USﬂ'\SUO\)USUﬂTUEJ\)WSDU\)WUnEJUEJE)U U\)TU

munuwsaumumuaumnnTuauaau?u|sa\)mssuuamquuum1aumuau
USNISYDLUSUN

IAA28AIUNQWANQUDVUSENIDD usunTouwauaaauumﬂaua\)wnTuTK

A UBUgoNlUUs: zJJamala: -dodonnuTuuundudna: usmsua\)usunTUa\)
naumunTuauaau U\)Kuaamuwmnuo||amoau31usunmomosmsn\)m\)
inAdANIa:IBYoLANSAdwWaTluNIsUS: uaawauauaaauumﬂannﬂma\)mua\)n
|owuawuagaaauqmﬂaToTmeuauaaum
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Date of Fine
ETid b Country Decision [€] Controller/Processor  Quoted Art. Type Source

ETid-1370 2022-08-22 10,000 Enel Energie Muntenia Art. 32 GDPR Insufficient link
I S.A. technical and
ROMANIA organisational
measures to
ensure
information
security

Authority = Romanian National Supervisory Authority for Personal Data Processing (ANSPDCP)

Sector Transportation and Energy

Summary The Romanian DPA has fined Enel Energie Muntenia S.A. EUR 10,000. A customer had mistakenly received an email addressed to
another customer containing documents with personal data of the other customer. In the course of its investigation, the DPA found that the
incident had occurred due to the company's failure to take adequate technical and organizational measures to protect personal data.

Direct URL https://www.enforcementtracker.com/ETid-1370 (Copy: ) | Short URL: https://etid.link/ETid-1370

. ddgAUAQWAIQ WUNVIUYELUSYNEL Email wsauionansniidoyadiuyana (Pl)

q

yovanAs1du IUkanAdnsie ifkanAlasu Pl uovanAlsigdu

+  DPA dQdus1usunNunIauIasMsIBvuinAdAiiaBuoavAnSAIWgLWalUNISAUASOD
Joyadouunna (GDPR Art. 32/ PDPA ng u. 37 (1))

« UsU 363,000 THB (10,000 EUR)
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ETid-1129 ‘— 2022-04-11 150,000 BASER Art. 6 GDPR, Art. Insufficient  link

— b COMERCIALIZADORADE 32 GDPR legal basis for
. REFERENCIA, S.A d gt
SPAIN r sl
processing
Authority  Spanish Data Protection Authority (aepd)
Sector Transportation and Energy .. N

Summary The Spanish DPA has fined BASER COMERCIALIZADORA DE REFERENCIA, S.A., EUR 150,000. A customer of the company had filed a
complaint with the DPA since their electricity supply contract was modified without their consent. This resulted in an increase in the electricity
supply. In the course of its investigations, the DPA found that a fraudster had pretended to be the data subject by providing the name and ID
number of the data subject. In this way, they were able to modify the data subject's contract. According to the DPA, the controller had not properly

verified the identity of the fraudster before modifying the contract and, due to a lack of sufficient security measures, had not made sure that the
inquirer was actually the data subject.

Y

P

Direct URL https://www.enforcementtracker.com/ETid-1129 (Copy: ) | Short URL: https://etid.link/ETid-1129

- anAwuITNsIVa8UdY YIS IKUINEIWAN IaguKISaUSENAdYtYN laswudmsidasudyeyrduiduwauimn
goandwhnuaoumiluandn Tasfddo na: ID anATlUlus:uuwavUSYN la:rnsiasudayayrskungwwhlasn
anAlusad

« DPA dadusnusuniis:uufunisgugudaundimevwalduwalkigoandwaiuisa Log In 1dns:uulUniludoyald
(GDPR Art. 6/ PDPA Ing U. 24 11a: GDPR Art. 32/ PDPA [ng u. 37 (1))

« Usu 5,450,000 THB (150,000 EUR)
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ETid-611 BIEE 20210308 14,900 Dragefossen AS Art. 5 (1) a) Insufficient  link

GPDR, Art. 6 (1 legal basis for
e [y p— (1) leg
NORWAY GDPR data
processing

Authority  Norwegian Supervisory Authority (Datatilsynet)
Sector Transportation and Energy

Summary The Norwegian DPA (Datatilsynet) imposed a fine of EUR 14,900 on the energy company Dragefossen AS. The latter had installed a
webcam on the roof of its office building in the center of Rognan which was in operation 24/7 and recorded the city center. These recordings could
be viewed via a live video stream on Youtube and on the controller's homepage. In addition, the recordings could be rewound for up to twelve
hours. The area covered by the camera surveillance included a public street, the parking lot and entrance of two grocery stores, a pharmacy, a
liquor store, the local bank, city hall, and a number of other buildings. It was not possible to make out facial details or read license plates on cars
due to the image quality and distance from the camera. Nevertheless, the image quality was good enough to be able to identify what type of car the
data subjects were driving, what type of clothing they were wearing, what hair color they had, and other personal characteristics. This was sufficient
for those watching the live broadcast to identify and track co-workers, colleagues, friends, family, or other acquaintances. The Norwegian DPA
concluded that the live broadcast constitutes a breach of Art. 6 (1) GDPR and Art. 5 (1) a) GPDR. The decision highlights that the illegal camera
surveillance involved a significant number of employees and that many were monitored repeatedly, some on a daily basis. Those who were
monitored were on their way to and from work, who needed to buy groceries, medications, or alcohol, or who were in the public area for other
reasons. These are activities where the data subjects do not expect to be monitored, and even less they expect the monitoring to be broadcast live
on the Internet.

NQOTEE S N
L n
‘.l\\\“\-\.‘\ l\\‘\\

Direct URL https://www.enforcementtracker.com/ETid-611 (Copy: ) | Short URL: https://etid.link/ETid-611

. USYNGQ Webcam UUKVAWDVEIINVIU IIdIWE VDO wovndovduibnmisingiws 24/7 Tu YouTube
lla:uu Website yovusyn Us1n3Widnsy Bvidununiguan) awsaidng VDO Adnawyaowunviu
AdIGUADNSsudL 9 Tug3ads:s53u fousunidigunnruignsausssulunisus:udawadola
(GDPR Art. 5 (1), 6 (1)/ PDPA Ing u. 24)

« Usu 540,000 THB (14,900 EUR)
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Case study

H -
Sweden -, € 64,000 EUR (2.5 Million THB)

7/6/2021: Data Protection Authomtg of Sweden (Integritetsskyddsmyndigheten) USuuSy3n Voice Integrate Y1udU
64,000 EUR (2.5 duu1n) 1Uovo1nusun Voice Integrate 10uiSusvuovKuUsgvuaunwadiaulunisritaiaaou
1177 SuusnunUeykiauniw usun Voice Integrate [G0820USINKaN8USEN (s:)Uﬂ\)usunTuUS :inAlngdde) Tunis
guRinunaunulyavus:ssu Iddsinn3usyn Voice Integrate 1iulwdunaunuiyavds:s1su (AUs: nauTUo:)auaua
gunw) Tu Storage Server uuduinasidalaglit Password faq riRauRldifgadovaiuisa Share Waikadia:igniv
TV\IaToa&n\)m&Jma No2USYN Voice Integrate mommsmssnmm:nuUaamauauaa:)uumﬂanlwa\)wa (U
ADIUNQ: Y1AUIASNISIBVOVANSIAIZVINATANIKIUA: auTumSSﬂmmwuUaaonaua\)uauaaauumﬂa)

4/6/2021: Data Protection Authority UsuinAunaliiov Moss S1UdU 49,000 EUR (1.9 auun) 10avon (1) s:uunld
muuauamsaoaﬂuuoamumaTﬂ:)oua\)mmmamouawowam dowans: ﬂUTKUUOUE—]US :¥1suds:=u1tu 2,000 AU
K']EJTUD’]ﬂS :yuNISavN:IdgudABu las (2) ID”]KU']HO']UHUﬂ']Wﬂ\)US lEE TUUS 9N (Health Workers) I’]TUUKU’]I’]TOEJC]S\)
awmsnmnvuauaaumwua\ws U’]UUHOODHUUTOEJTUO”]IUU la: TUUS UUUUnﬂD']TﬂSU']\)I’]IU’]ﬂ\)UE)UEIC]E)UTKUIla IUE)TS
owUummTﬁuauamaTu (JUADUNAQ: Y1QUIASNISIBVOVANSIIA:L IU\)IHF]UF]I’WIKU”] auTumssnmmquaaonaua\)
Joyadouynna)

Norway € 49,000 (1.9 Million THB)




9.3 msavinulunsailidudunmsisovnisasuausvco1SavISovan5UavITUDLIDYadIuUAANa
(Data Subject Rights Request)
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ETid-1302 - 2021 12,500 Energy supplier Unknown Unknown link

=~

()
GERMANY

Authority  Data Protection Authority of Hamburg
Sector Transportation and Energy

Summary The DPA of Hamburg has imposed a fine of EUR 12,5000 on an energy supplier. The company had outsourced and sold its heating
energy division. Customers affected by the transfer were informed about the transfer of their electricity supply contracts and given the right to
object. In the event of a declared objection, no personal data of the customers should be transferred to the new company. However, despite ‘

e

customers having duly declared their objection, their data was transferred to the new company.

Direct URL https://www.enforcementtracker.com/ETid-1302 (Copy: ) | Short URL: https://etid.link/ETid-1302

¢ USUNUYAYNNSEIUTL (doU Heating Energy Division) IRAUBNUSLNTL 3 DVIIDVLINAIDIN
o:mslou PI TUfRUSUNTKU 11a:[kansanAfunisAaAu (The right to object) nsTou

PI TUTRUSUNTKU kdvondu fondo:anAuivsieidAvanaAiu ndusunildlou PI TUgv
UsSUNTKUNED

« DPA dadusnusudniidutunisanuAualdansAaaniu (GDPR Art. 21/ PDPA Tne u.
32)

« USU 436,000 THB (12,000 EUR)
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ETid-1092 S 20220308 124,245  Energy company (name  Art. 15(3) GDPR Insufficient  link

(=] — not available at the fulfilment of
CROATIA moment) dg;at subjects
rights

Authority  Croatian Data Protection Authority (azop)
Sector Transportation and Energy

Summary The fined energy company owns petrol stations and sells fuel to customers. The data subject is a customer who filed a consumer
complaint relating to inaccurate measuring and consequently charging of fuelled petrol at one of the petrol stations. The data subject requested a
copy of its personal data, i.e. a copy of the video surveillance footage relating to a specific time and area. The energy company justified rejecting the
request by: (i) lack of written request by competent authorities to deliver the footage, (ii) lack of justified purpose for the request, and (iii) claiming
that providing a copy of the footage would adversely affect rights and freedoms of the station’s personnel and other customers. Following issuance
of the DPA's general opinion to the customer on the obligation of the controllers to provide surveillance footage to the data subjects filmed on such
footage, the energy company informed the customer on the inability to provide the footage as the video surveillance footage archives are being
erased after seven days. Due to the violation of fundamental rights of the data subject the DPA imposed a fine of HRK 940,000.00. The clarification
on the fine amount notes that the DPA has taken into consideration not only the indirect damages to the customer, but also the potential financial
gains of the company that has indirectly avoided damages that could have arisen in the course of a consumer dispute and the fact that by deleting
the footage, the company has eliminated potentially important evidence.

Direct URL https://www.enforcementtracker.com/ETid-1092 (Copy: ) | Short URL: https://etid.link/ETid-1092

. aﬂFT]SE)\)ISEJUUSUﬂﬂTKUSﬂ'\SE‘ﬂ'\UUSﬂWSUWUUD'\D'\EJU']UUWOWEHO IIC1USUHUQIEISﬂ']SSUISE)\)SE)\)ISEJU anm
D\)UOIU']ﬂ\)TV\Ia CCTV (uoQ) IWOOSDOHOUUOIHOOS\)DS\) IIOUSUHU{]IEISﬂ']SUE)IU']ﬂ\)TOEJO']\)D'\ (1) aanuu
UUI’]ﬂﬂ']UE)ﬂIUUEI']EJaﬂUfUOﬂUS (2) aﬂﬂ'ﬂUUIKOWE’IOUHDSTUfﬂSIU’]ﬂ\) (3) fT]SIU']ﬂ\)UE)UEIUO\)aﬂFﬂO ANHAL,
dnsiaz: |asmwua\)umﬂaau (4) wa CCTV Pk ﬂﬂE’IUﬂ']EJTU 7 Ju

«  DPA WonstunfivAduidekiguovanAtoinnsidaunsaidnfiv Pl la:dadusiusdnweneiuno:unlakangnun
1aauiRIRUGVAIROWaNQUDVUSEN (MsUfiasansiunisigniviaslidankaaiunnkuie GDPR Art. 15/
PDPA [ng . 30)

« USU 4,500,000 THB (124,245 EUR)
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9.4 msavinulunsaillidudumsidovnsidvikqa:idadoyadiuunna (Data Incident Report)

0

BREACH

NOTIFICATION
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Authority  Polish National Personal Data Protection Office (UODO)

Sector

Summary The Polish DPA (UODO) fined Enea S.A. EUR 30,000 for the controller's failure to report a personal data breach, in violation of Art. 33
(1) GDPR. The DPA received information about a personal data breach from a person who had become an unauthorized recipient of personal data.
The breach consisted of sending an email with an unencrypted, non-password protected attachment that contained personal data of several
hundred individuals. The sender of the email was an employee of the sanctioned controller.

Direct URL https://www.enforcementtracker.com/ETid-584 (Copy: ) | Short URL: https://etid.link/ETid-584

ETid-584 2021-01-11 30,000 EneaS.A. Art. 33 (1) GDPR  Insufficient link

(-) - fulfilment of

POLAND datf;i bre-ach
notification
obligations

Transportation and Energy

BREACH REPORT

aﬂFﬂSWEJKU\)UE)\)USUI’]IID\) DPA 31[ASuU email 91nUSUN U\)TUOIUEHUUU attachment U\)IUUTV\IEI Pl
UE)\)aﬂFﬂS']EJOU ToanTvxIauuTuToumsmsr&a KSE)UU']OSfT]SﬂUﬂSO\)UE)UHEDUUﬂﬂaIIUUOUTOIaEJ

namlUumsnusumUmwauauaaauumﬂaTUa\)unﬂamauaﬂfoauzjau lla:kavan DPA douddu
wu3usenlulaidvikqa:iadvnaidoco DPA (GDPR Art. 33 (1)/ PDPA Tng U. 37 (4))

Usu 1,100,000 THB (30,000 EUR)
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12. Checklist 100vAulunIsSUfUGaU PDPA
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O UNs:uduNSSUANSDLININUDVTDYAdIUUAAA
(data subject right)
O ©Dns:udouNsIPBVIKQ Breach notification protocol

— Governance

Data protection officer (DPO) AlK
ANUSNUNAUDLANS lla:Qiian1sciduns
TRiduluanunnrkug

ouUsU (Training) IRWUNLIUDAUITNTD

O womvovdoyadduynnadndqus: :avAlu
msifiu/TBAoasls Tagidvoriuionaisns
I9VNISUSs:Udana (Privacy Notice)

O AKuaudNILAULIASAISSNBIADIY
Jaoangdoyadduunna (Security) 15U
access control, security assessment,
security policy

a ﬂ’]KUOUTﬂU’]EJS I IDE']ﬂ']SIﬂUUOLla llas
msmaw|aﬂawsnuuauaaauuma

Source: DPEX, Straits Interactive

fkuanuonv/ulguiglunisdiiunmsdiu
Uoladduunna (standard operating
procedure)
UUﬂﬂSWEJfﬂSUOLJa&'DUUﬂﬂaﬂUﬂ”lSIﬂU/TU
(Records of Processing. Activity: ROPA)

rdtyty1/doanaviiuyananIeuon Kso
N1 data processing agreement IWo
AuAsovdayadluuanalkiduluaiu
U1QSTIUNNKIUIEY
Tunsculoudoyaludivus:inea g311n
ouluanu PDPA K3allj (15U omLJs INFA
JuduNaSTIUINEOWD KEoMsrdnyoy

AUKUDELIU KSoNT1SUoADIWEUgDU Data
Subject 1a4)
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yauAU

WA.Qs.Us:wuswod dnoou
SoVANUUARIEIBINS AUTAANEAS UKIINeNdukon1SATINg
Email: prapanpong_khu®@utcc.ac.th




